Background Information

A 'Security Certificate' is used by browsers to create secured communication with servers. A
freely created certificate offers the same security feature as those created by a commercial entity.
The only difference is that the commercial certificates are supposed to ensure users that the
server they are connected to is the one that commercial entity recognized. So as long as you
know the server you connected to belongs to the organization you are trying to contact, the
commercial certificate offers no extra benefit.

The problem:

If a certificate is issued by an authority (organization) not known to a browser, warnings are
generated. All browsers are designed not to add new authorities automatically but, for a good
reason, to defer it to the user. For state agencies, the ideal solution is to establish the state
government as an authority and to have it issue certificates to all agencies. In this scenario, as
long as the state government is added to the browser, all agencies will be recognized. But, so far,
Nebraska state government is not doing it.

The solution:
Follow the instructions below depending on what browser you are using. Internet explorer has
fewer steps, but you must follow them every time you log in. The Firefox steps are a little longer,

but you will only have to do it once.

Internet Explorer (7)

In Internet explorer, when you click on “real site” a security warning box appears.
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Click yes on this box. Then a page will appear that says there is a problem with the site’s security
certificate.



|® There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website has expired or is not yet valid.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server,

We recommend that you close this web and do not i to this

pag

& Click here to dose this webpage.

@ Continue to this website (not recommended).

& More information

You need to click on “Continue to this website (not recommended)”.

We recommend that you close this webpage and do not continue to this website.
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@ Continue to this website (not recommended).

® More information

Then you will get another security warning box.
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Click yes in this box and you should be able to access the login page.



Firefox (3)

In Firefox, when you click on “real site” you will get an alert box saying the site has an invalid security
certificate.

@ —] | Secure Connection Failed

www.ccpe.state.ne.us uses an invalid security certificate.

The certificate is not trusted because the issuer certificate is unknown.
The certificate expired on 3/28/2009 2:40 PM.

Alert [E5
T www.ccpe. state.ne.us:443 uses an invalid security certificate.
Le L
The certificate is not trusted because the issuer certificate is unknown.
The certificate expired on 3/25/2009 2:40 PM.
(Error code: sec_error_unknown_issuer)
L o

Click OK in this box. The page will display Secure Connection Failed.

Secure Connection Failed

www.ccpe.state.ne.us uses an invalid security certificate.

The certificate is not trusted because the issuer certificate is unknown.
The certificate expired on 3/28/2009 2:40 PM.

(Error code: sec_error_unknown_issuer)

= This could be a problem with the server's configuration, or it could be someone
trying to impersonate the server,

= [f you have connected to this server successfully in the past, the error may be
temporary, and you can try again later.

Oryou can add an exception...



At the bottom of this page it gives the option to add an exception. Click on this link and then click on the
add exception button.

Cryou can add an exception...

You should not add an exception if you are using an internet connection that you do not
trust completely or if you are not used to seeing a warning for this server.

[ Get me out of here! ] [ Add Exception...

You will then get an “add security exception” box.

Add Security Exception ﬁ
‘You are about to override how Firefox identifies this site.
y \ Legitimate banks, stores, and other public sites will not ask you to do this.
4 Server
Location: | https: /v, cepe state.ne.us/Asp/CntyRsdnc ‘ I Get Certificate
Certificate Status
-

Click the get certificate button then the confirm security exception button.



[ Add Security Exception |

‘You are about to override how Firefox identifies this site,

| il} Legitimate banks, stores, and other public sites will not ask you to do this.
L

Server

Location: ‘rmpswwww.ccpe.state.ne.usmsp)l:ntyp.sdnt ‘ |_§et Cmmute]

Certificate Status

This site attempts to identify itself with invalid information. View

Outdated Information

Certificate is nat currently valid, It is impossible to verity whether this identity was
reported as stolen or lost,

Unknown Identity
Certificate is not trusted, because it hasn't been verified by a recognized authority.

[V] Permanently stare this exception

Confirm Security Excepﬂon‘ [ Cancel ‘

If you check the permanently store this exception box, Firefox will keep the security exception and you
will not have to go through this process again.

Permanently store this exception

Confirm Security Emceptiun] [ Cancel l I

After you click the confirm security exception button you will be redirected to the survey login page.
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